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Per programmare il Modulo IP K-NET fornito con questo manuale usare
esclusivamente 1applicazione KY0320-300-100 del pacchetto Bentel
Security Suite versione 5.5.0 o superiore.

La BENTEL SECURITY declina ogni responsabilitd nel caso in cui la
Centrale venga manomessa da personale non autorizzato.

L'installazione del Modulo IP K-NET deve essere effettuata a regola d’arte,
in accordo con le norme vigenti.

1l contenuto di questo manuale pud essere soggetto a modifiche senza
preavviso e non rappresenta un impegno da parte della BENTEL
SECURITY srl.

To program IP Module K-NET supplied with this manual, exclusively use
the KY0320-300-100 application in the Bentel Security Suite package,
version 5.5.0 or higher.

BENTEL SECURITY does not accept any responsibility if the Control panel
is handled by unauthorized personnel.

The installation of IP Module K-NET should be done in a state of the art
mode, according to existing standards.

The contents of this manual may be subject to changes without any former
warning and does not represent any commitment on the part of BENTEL
SECURITY srl.
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Pour programmer le module IP K-NET fourni avec ce manuel, utiliser
exclusivement 'application KY0320-300-100 du progiciel Bentel Security
Suite version 5.5.0 ou supérieure.

BENTEL SECURITY décline toute responsabilité au cas ol la centrale
serait forcée par du personnel non autorisé.

L'installation du module IP K-NET doit étre effectuée dans les régles de l'art,
en accord avec les normes en vigueur.

Le contenu de ce manuel peut étre sujet @ des modifications sans préavis et
n'engage aucunement BENTEL SECURITY stl.

| Modul

Para programar ¢ K-NET wpafiado de estas instrucciones,
utilizar exclusivamente la aplicacion KY0320-300-100 del paquete Bentel
Security Suite version 5.5.0 o superiore.

La BENTEL SECURITY declina cualquier tipo de responsabilidad en el
caso que el Modulo K-NET suministrado con estas instrucciones sea forzado
por personal no auterizado. La instalacién del Médulo K-NET debe regular-
se perfectamente, respetando las normas vigentes.

El contenido de estas instrucciones puede modificarse sin preaviso y no im-
plica un compromiso por parte de BENTEL SECURITY s.r.l.



Overview -

The K-Net IP Module is used to connect control units in the KYQ320 range toa LAN.
The IP Module may be connected to a LAN using a private IP address ora DHCP
address.

The same procedures may be performed using the KY0320-300-100 application in
the Bentel Security Suite package, either through the serial port or the network. With
a public IP address, it is also possible to manage and monitor the control unit form
anywhere in the world, as long as you have access to the Intemet.

wr Only one PC may be connected to the control unit at a time, via LAN or WAN. Any
__aftempt to connect another PC to the same control unit willfai. s

Component identification
Throughout the instruction manual, numbers in bold refer to the components identi-
fied in Figure 2 (this can be found at the end of the instruction manual). These com-
ponents are described in the following table:

® Description of the indicator lights
The IP Module is equipped with the following indicator lights:
This indicator light is located on the LAN connector () and pro-

vides a signal when traffic is detected between the IP Module and the LAN.

This indicator light is located on the LAN connector (5) and provi-
des a signal when the LAN is detected:
% lit= LAN detected; >off =LAN not detected.

Displays the LAN connection speed:

» off = 10 Mbps; > lit = 100 Mbps.
Lindicatorlight{B) Displays the events isted in the table below.

Pr.|  Event  |Flashes|  Descriofion
0 | Lowpower 1 The IP Module power supply Is too
= low {under 9.5 V) ===
1 | LAN not defected 2 There is no connection between the
IP Module and the hub or local
router Gz
2 | Account not Valid 3 The transmitter Account Code is still
set to the default value of
! 1 | OOOFFFFFF ]
3 | Receiver1Absent | 4 The transmitter is not receiving
| Receiver Heartbeat commands from
i | theraceiver1 .
4 | Control unit not 5 | Thetransmitter is not
detected communicating with the Control unit
(S TR SR SP S ia the PC-LINK interface |
5 | FTC1 ‘ 6 The IP Module has nat been able to
6 | Recever2Absent | 7 ‘ The IP Module has nof been able to
| complete the initialisation procedure
[ I S 7 i PR,
T | FTC2 |8 The IP Module has not been able to
TS O R AN A S _lcummunmmei\cecL_
8 | Remole iF Module ; 10 i IP Module programming in progress

If one of the events listed in the above table occurs, the L indicator light flashes a
number of times to correspond with the value given in the Flashes column, with an
interval of 1 second.

If several events occur simultaneously, the L indicator light wil signal the event with
the greatest priority (see Pr. column in the above table). :
The slow blinking {about every 5 sec.) of L indicator shows the normal operation of
board.

Installation
The IP Module should be installed to the base of the control unit, as llustrated in Fi-
gure 2 (which can be found at the end of the instruction manual). Proceed as follows:

/A, Before installing the IP Module, cut the control unit off from its power
supply (it should be disconnected from the electricity mains and the batte-
ries). If this is not possible, do not connect the IP Module power supply un-
il the very end of the process: connect terminal [-] first, followed by
terminal [+V].

. Open the control unit as described in the corresponding set of instructions.

. Fix the IP Module to the base of the control unit using the screws supplied, ma-
king sure it is correctly aligned with the screw anchor holes (15).

Connect connector (2) on the IP Module to the serial port on the control unit {14)
using the PC-Link cable supplied (11).

4. Connect connector (5) to the LAN using an Ethemet cable.

v Use a category 5 (or better) shielded Ethemnet cable (STP or FTP).

5, Where present, connect the [OC] terminal to terminal block (1).

6. Connect terminals [+V] and [~] on terminal block (1) to the comesponding ter-
minals [+B4] and [] on the control unit motherboard {13).

7. Reconnect the control unit to the power supply.

8. Program the IP Module as described in the “Programming’ paragraph

Py

»

Initial prgggmming

To program the IP Module for the first time, a LAN consisting of the IP Module and

the PC must be created and an P address set for the latter, such as the default IP

Module value (192.168.0.101). Proceed as follows:

1. Disconnect the network cable from the PC, if present.

2. Connect the IP Module to the PC using a network cable.

3. Change the IP address of the PC to 192.168.0.XXX (see below).

4. Start the KY0320-300-100 application in the Bentel Security Suite package

(see Figure 1).

5. Setthe IP address (Option 001) of the IP Module to an address which is valid for
the network to which it will be connected

. Click-on Upload button: make sure that the Installer code is 5555.

. Restore the original IP address of the PC (see below).

Reinstall the original wiring and connect the K-Net to the established network.

~ o

8.

- For Windows XP or later versions, proceed
as follows:
1. Open the network connection properties window.

2. Select the Intemet Protocol (TCP/IP) tab.

3. Selectthe Properties button: The Properties - Internet Protocol (TCPAIP) win-
dow will be opened.

4. Enable the option “Use this IP address”.

5. Enterthe value 192.168.0. X)X in the IP address box {with XXX other than 101).
({for example 192.168.0.10, the value which should be compatible with the K-Net value).
For Windows VISTA

6. Open the window: Network tion properties, LAN ion, Proper-
ties, Internet protocol version 4 (TCP/IPv4), Properties again, and enter the follo-
wing IP address in the screen that opens: 192.168.0.10.

7. Subnet mask, leave the values suggested by the system. Click OK and close the
various windows.

Using the KY0320 control unit keypad, proceed as follows:

a. enable Maintenance using the User code;

b, enter the Installer menu using the Installer code, then select Progr. Panel, then
Configuration and finally Network Board. Press ON and then Enter to confirm

& The K-NET module can be enrolled via keypad only, and once enrolled (Present)
the Control Panel will no longer be able to communicate via computer (the
_ KYO320serialportisreserved for KNET)..

Programming section follows (BSS software rep. 5.5.0).
Once the IP Module programming is complete, restore the IP address of the PC
using the same procedure.




Programming
Using the KY0320-300-100 application in the Bentel Security Suite (rel.5.5.0) pac-

kage.

This paragraph describes the parameters corresponding to the IP Module. For fur-
ther information relating to the installation and operation of the KY0320-300-100
application in the Bentel Security Suite package, programming procedures and
any other parameters not described in this paragraph, please refer to the control unit
INSTRUCTION MANUAL.

The parameters corresponding to the IP Module may be selected and programmed
as described below.

The option Settings-> Net if in the main menu of KY0320-300-100 software (Ben-
tel Security Suite) allow you to manage B-NET. The programming window will open
(see Figure 1).

The default address assigned to the K-Net should be entered in the Remote IP ad-
dress text box: 192.168.0.101. At this point it is possible to connect with the KNET
P.C.B. and view the settings by pressing the UpLoad button.

Check the values listed in the "Manual settings” mask, and make any necessary
adjustments in order o align them with the values of the LAN over which the connec-

tion is made. Once the values have been modified, press Download.

& Once the following values have been changed: IP_Address, Subnet_Mask and
Gateway1IP, the network Board will only respond to the new configurati

BHEE Another way of connecting to the K-NET is to use the DHCP configuration,
which allows an IP address to be assigned to that K-NET automatically. Once DHCP
has been ticked, press the RETURN button. To view the address assigned to the
K-NET automatically, use the procedure described in the View IP address section.
The address viewed using this method will be entered in the Remote IP address box.
Finally, press the Upload button.

At this point it will be possible lo communicate with the K-NET module and the
KYQ320 control unit.

® Programming Parameters-Network Interface

ROMBIEIPAUANEES The Iist of general options available for IP Module setup is as

follows:

» IP_Address - This value is the static IP address assigned to the K-Net module.
Enter the IP address you wish to assign to the IP Module; the network administra-
tor will provide this information altematively, consult the INSTALLATION
MANUAL and carry out the keypad procedure described in order to read the IP
address (see Viewing the IP Address paragraph). To program the K-Net module
in DHCP mode (dynamic address), the address is 000.000.000.000.

Defautt value: 192.168.0.101.

> Encrypt Key1 —Ifithas been programmed, the IP Module will use this keyto en-
code and decode the packets exchanged with the PC. The encryption key may
include between 1 and 32 hexadecimal characters. To disable encryption, enter
0 (zero). If the encryption key does not correspond to that of the IP Module, com-
munication between the PC and the IP Module will NOT be permitted.

Enter the encryption key assigned to the IP Module you wish to program.
The default setting is 0 (encryption key not enabled).

> Console Port number - This is the port which should be used lo communicate
with the IP Module. Enter the details of the port assigned to the IP Module you
wish to program (contact the network administrator).

Default value: 3064.

> Installer Code - This code is used to {remotely or locally) program the IP Module
via the KY0320-300-100 application in the Bentel Security Suite package. The
code should consist of 4 hexadecimal characters. Enter the access code assi-
gned to the IP Module you wish to program.

Default value: 5555.

Connectivity (ses Figure 1)

» DHCP- (see Programming paragraph)

» Manual settings- (see Programming paragraph)

> IP_Address -(see Programming paragraph)

> SubNet_Mask - Must equal the subnet mask for the local subnet. For any single
subnet, there is only one valid submask; all nodes on the same subnet will use
the same subnet mask. The network administrator will provide this information.
Default value: 255.255.0.0.

& Jf DHCP is enabled then this section will be ignored.

> Gateway1 IP - Enter the IP address of the local gateway which may be used by
the IP Module to connect to a PC outside the LAN (WAN).
Default value: 000.000.000.000.

% If DHCP is enabied then this section wiil be ignored,
e

> DLS Port Number - This is the port which should be used to communicate with
the control unit.
Default value: 3062.

K:Net Dptions (vedi Figuré 1) These options are used for vanous applications.
Set the values only if required by the network administrator, otherwise leave the de-
fault values unchanged.

» Idle Connection Timeout - Enter the maximum time period during which no
data is transmitted before the connection is terminated.
Default value: 00 (20 seconds).

> Heartbeat Interval Once Supervision is enabled (see third Screen, Fig. 1), you
will be able to enter a Supervision time value between a minimum of 1 second
and 255 seconds, in steps of 1 second.
Default value: 00 (16 seconds)

> [Ethernet Speed - This option may be used o set the paramelers coresponding
tothe Ethemet interface of the IP Module. The default value is Automatic, where
the Speed and Duplex values are set automatically by the network. If required,
you will find the values to be entered when setting different speeds in the table
below. Default value: Automatic mode. *

Aufo Auto

? 10 Mbps Hatt
‘ 10Mbps _Ful ]
. 100Mbps Half
' 100 Mops Ful |

> Output polarity - This can be used to select the operating mode of the IP Modu-
le OC output. The values which may be set are as follows:

Open on trouble- The output is suspended when a breakdown occurs (default
setting).

Close on trouble- The output is connected to the earthing system when a break-
down occurs.

» Output trouble mask This option can be used to enable and disable indications
from the OC output, for several events recognised by the IP Module: Network
absent, Panel programming indication is enabled by default.

Default values: Network absent.

» Led Trouble Mask- This option is used to enable or disable the indications pro-
vided by indicalor light L (8), for several events recognised by the IP Module (see
paragraph "Description of the indicator lights” for a description of these events).
Network absent, Panel programming;

Default value: Network absent.

IP Recaiver ( ses third Screen, Fig. 1)

» Account Code - The account number is used by the central station to distin-
guish between transmitter. There is one account number programmable for the
K-Net,

Default value: (0000FFFFFF).

& Account codes 0000FFFFFF,FFFFFFFFFF and 0000000000 are not valid accounts.
> Supervision - To enable Supervision mode, to tick this option.

Main Receiver

» IP_Address - Static IP address for the receiver. Program the IP address of the
central station receiver. If a IP receiver is not connected program 0.0.0.0 address.
Default value: 000.000.000.000.

» Receiver1 Local Port and Receiver1 Remote Port - These values show the
ports to communicate with receiver. The same receiver supplies these values.
Default values:3060 (Receiver1 Local Port) and 3061 (Receiver Remote Port).

Backup receiver

» Receiver2 IP - Static IP address for the second receiver. Program the IP ad-
dress of the second receiver.
Default value: 000.000.000.000.

& The receiver will be used for backup only: nof checked,

> Receiver2 Local Port and Recelver2 Remote Port - These values represent
the ports to be used for communication with the backup receiver.
Defauit values: 3065 (Receiver2 Local Port) and 3066 (Recelver2 Remote Port).

wr The receiver will be used for backup only; not checked.




> Receiver3 IP - This is the IP address assigned to the receiver of the domotics
system with which you wish to interact. It is supplied by the receiver itself.
Default value: 40000. .

Receiver3 Local Port and Receiver3 Remote Port — These values represent the

ports to be used when communicating with the domotics system receiver. They are

supplied by the receiver itseff.

Default value: 40001.

These values cannot be modified. They display infor-
mation relating to the connected IP Module.
» MAC Address - Displays the MAC address ofthe |P Module: the MAC address is a

unique identification number assigned to every IP Module throughout the world.

> Software Version - Displays the version of the program running on the IP Module.
» Boot Version - Displays the boot version.
> Current IP Address - Displays the IP address assigned to the |P Module.
» Network module - name of IP module.

B Restore default settings
The default settings may be restored as described below.

& When the default settings are restored, it will NO LONGER be possible to commu-
nicate with the IP Module and the control unit via the LAN; communication will only

Viahardware' Proceed as follows:

1. Disconnect the IP Module from the power supply: disconnect terminal [+V] on
terminal block 1.

2. Disconnect the PC-Link cable (11) from connector 2.

3. Short-circuit the first two terminals on connector 2, marked with the symbol
/_"-..

4. Restore the IP Module power supply (reconnect the [+V] terminal on terminal
block 1) while keeping the terminals©~on connector 2 short-circuited, until the
indicator light (4) begins to flash.

5. Reconnect the PC-Link cable (11) to connector 2.

Via Software

e |
The software screens (see Fig. 1) have a Default button. Click this button ﬁl to
restore the default settings

Viewing the IP Address

The IP address assigned to the IP Module If the DHCP is configured, the current
|P address of the KNET circuit board may be checked in 2 ways:

- using a keypad connected to the KYO320 contral unit with the network P.C.B. pre-
sent and configured (see procedure in the Initial programming section), after ente-
fing the Installer menu, press the A or B buttons to display the SERIAL PORTS
option, followed by the ENTER button. View the IP address and return to the Installer
menu by pressing the ESC button. (see also the Kyo320 Installation manual Vol.2 -
Keypad procedures);

-for advanced users only: from the control screen of a Windows PC connected to the
same network, use the command "PING  KNET-xcyyzz',

where xxyyzz are the last 6 digits of the MAC-ADDRESS printed on the KNET label.

= A Windows PC may be configured so that i does NOT allow this type of com-
mand, meaning this type of procedure will not be available.

ar The KY0320 software application offers altemative l_(NETpmgmnming options
which are not described in the manual; these are intended for future use.

Technical features

Recycling information

BENTEL SECURITY recommends that customers dispose of their used
equipments (panels, detectors, sirens and other devices) in an
environmentally sound manner. Potential methods include reuse of parts or
whole products and recycling of products, components, and/or materials.

For specific information see www.bentelsecurity.com/en/environment.htm
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Figure 1 Programming the IP Module using the KY0320-300-100 application.

Waste Electrical and Elcctronic Equipment Directive (RAEE - WEEE)

NOT be disposed of with household waste. It should be deposited at an
appropriate facility to enable recovery and recycling.
For specific information see www.bentelsecurity.com/en/environment.htm

E In the European Union, this label indicates that this product should
e




NOTES

This product uses the FreeRTOS.org real time kemel.

The FreeRTOS.org source code can be obtained by visiting
hy ww.FreeRTOS.

FreeRTOS LICENSING
"The FreeRTOS source code is licensed by the GNU General Public License
(GPL) with an exception.
The ﬁlfl text of the GPL is available here:
/fwww freertos.org/li

Tke text of the exception is avmlabl'e on FreeRTOS afficial website:
hitp://www.FreeRTOS.org - License and Warranty Page

The exceptions permits the source code of applications that use FreeRTOS

soley through the API published on this WEB site to remain closed source,

thus permiting the use of FreeRTOS in commercial applications without

necessitating that the whole application be open sourced. The exception

should only be used if you wish to combine FreeRTOS with a proprietary
: product and you comply with the terms stated in the exception itself.”

This product contains software which include the lightweight IP (IwIP)

networking stack that was originally written by Adam Dunkels of the 16 ———i
Swedish Institute of Computer Science but now is being actively developed

by a team of developers distributed world-wide. which has been 15 ——
incorporated under the following license.

LwIP LICENSING:
"IwliP is licenced under the BSD licence:

Copyright (c) 2001-2004 Swedish Institute of Computer Science.

All rights reserved. 15 |_L,
Redistribution and use in source and binary forms, with or without
ifi are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyragirr

W st of conditions and the following disclaimer_in the
. imentation and/or other materials provided with the distriburion.

3. The name of the author may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO. PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS:
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT. STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.”

Figura 2 Identificazione delle parti e installazione del Moduio IP
Parts Description and Installation of Moduio IP
Identification des composants et installation de Module 1P
Identificacion de los Componentes e instalacion del Moduio 1P
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